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General 
 

Vicon® Valerus™ VMS is an advanced video management solution designed to operate on IP networks and uses a standard  

web browser as its client. Like any network-based system, the VMS offers an option to connect to it over the Internet, virtually 

from any place that has access to the World Wide Web. 

 

This document will explain some of the challenges involved in such access and the simple solutions integrated into Valerus 

to resolve them. 

 
Valerus Topology 
The Valerus VMS is built from several modules: 

• Application and Web Server – The “brains” of the system holding global information and database as  
well as running the web server used by the web clients. 

• Recording Servers (NVRs) – The recording servers handle live streaming of video and audio to clients 

as well as recording and playback. 

• Client Application – Thin client using a web browser. 

Depending on the specific system layout, the different modules can be deployed in various ways: 

• All-in-one – In this deployment, a single PC runs the application and web server, the recording server 

and, if need be, the client. An example of such a system would typically be for smaller installations 

where the minimum number of PCs is required. 

• Separate Application Server – Installing the Application Server on its own dedicated hardware is a 

deployment method that can be used in the following cases: 

o Server is hosted in a different location on the network. 

o In a system that has more than 150 IP devices, Vicon recommends a separate Application Server 

to allow all computer resources to be used by it. 

o System design calls for a dedicated server. 

• Separate Recording Server – Running only the recording server on a PC will be the most common 

scenario, as multiple NVRs can be part of a system either to support all devices or because different 

devices run on different parts of the network. 
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Connecting from the Internet 
In order to connect to a Vicon Valerus system from the Internet, certain configurations to the router providing Internet 

connectivity will be needed. An explanation of the most common challenges and solutions follows. 
 

Typical Network Layout 
Most systems reside on a local network and connect to the Internet through a router. The typical Internet service provides  

the router with a single “public IP” address that all devices on the network share in a method called Network Address 

Translation or NAT for short. 

 

This very efficient method allows a simple almost automatic configuration. When using NAT, the devices on the local  

network have what is referred to as “private IP addresses,” which means they are not true internet IPs and require the  

router, with its “public IP,” to access it. 

 

Port Forwarding 
To be able to connect from outside the network (anywhere on the Internet) to the system, it is not enough to connect to 

the public IP of the router. It is also required to tell the router where to “send” the connection request; for example, if 

many cameras or many NVRs are on the network, it’s important to know which one we are trying to connect with. This is 

similar to an office phone system, where you would always call the same “public” number, but by using an extension 

number, the phone system will know to send the call to a certain phone. 

 

A technique called port forwarding allows this exact ability. Because there is only one public IP address, a different 

port number will be assigned for each device; for example, let’s assume the public IP address is 47.21.27.216 and 

we have 2 servers: 
 

Server one: IP 47.21.27.216 port 80 

Server two: IP 47.21.27.216 port 81 
 

The router will then need to be configured to forward all the requests that come in for port 81 to the first server using its 

internal IP address and the requests coming in for port 80 to the second server. 

This solution presents the person configuring the system with a complex configuration scenario and a need to know  
exactly which server is set with which port to end up getting the correct video. To help reduce this complexity, Vicon  
Valerus uses a single Internet Gateway to connect to any of the Valerus devices without having to configure the router  
to know each one. 
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Ports to Configure 
When the VMS is configured to be accessed via the Internet Gateway from an external network, specific firewall rules must 

be implemented to ensure uninterrupted and secure communication between external clients and VMS services. The 

following ports are required to be allowed through the firewall: 3000 (HTTP), 3001 (HTTPS), 9080 (HTTP), 9443 (HTTPS), 

and 9081 (Streaming). Please note ports 3000 and 3001 are specifically for the New Web Player. If a customer does not 

want to use the New Web Player, then only ports 9080, 9443, 9081 are to be allowed. Proper configuration of these ports 

is essential to facilitate secure web access and streaming functionality for external users. 

  

Customers are advised to implement additional security mechanisms to protect against unauthorized access through open 

ports. These include restricting inbound access to VMS ports using IP allow listing, deploying a Web Application Firewall 

(WAF) to filter and monitor HTTP/HTTPS traffic for malicious payloads, enabling Intrusion Detection and Prevention 

Systems (IDS/IPS) to identify and block suspicious activity, and using network segmentation to isolate the VMS 

environment from general corporate or public-facing networks. 

 
Steps to Change SSL Certificate 
By default, Valerus default self-signed certificate is bound for the HTTPS (TLS) communication. If the VMS is configured with 

another certificate, then it can be changed by following the steps below: 
 
Open IIS manager from Windows menu or use run Windows by typing the command inetmgr and hit Enter. 
 
The window below opens. 

 
 

From the left side tree, select Valerus Web Proxy site from the Sites and click on the Binding option available in Action window 
on the right side. 
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This opens the sub window below. 
 

 
 
Click on the Add button in the above window. 
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In this window set these values and click OK button: 

Type: https 
Port: 3001 
SSL Certificate: Your valid SSL certificate configured for Valerus application 
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Internet Gateway Installation 
To add an Internet Gateway to a Valerus system, it is necessary to first install the Internet Gateway module on the  

PC that will run it: 

• Identify the PC that will run the Internet Gateway module. 

• From the designated PC, open a browser and log into your Valerus system. 

• The Internet Gateway module is available from the Valerus software installation page. Go to About 

and click Software installation page; a list of available software is listed. Click the Download button. 

As an alternative, the software installation page can be accessed from Configuration > System > 

Internet Gateway.  
 
   

 
 
 
 
 
 
 
 
 
 
 
 

 

• Select the Valerus Internet Gateway Media Server file. When prompted by the browser, click and save 

to your PC. 

 

 
 

• Run the installation. The following screen displays. Click Next. 
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• Select Valerus Internet Gateway (the Media Server can be selected to install as well if needed;  

refer to the manual on Connecting to Mobile Devices for details). Click Next. 

 

 
 

• The setup screen displays. Click Next. 
 

 

 

 

 

 

 

 

 
   
 

 
• The End-User License Agreement displays. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

• Accept the End-User License Agreement to continue the installation of the Media Server. Click 

Install. The following screen displays. 
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• A Completing screen displays. Click Finish. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

• A Finish screen displays. Click Finish. 

 

 

 

 

 

 

 

 

 
 

 

The Internet Gateway module is installed as a Windows® service and will automatically start when installed. After an Internet 

Gateway is installed, you can add it to Valerus to complete the configuration. 
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Internet Gateway Configuration 
To add the Internet Gateway to your Valerus system follow the steps below: 

• On the Configuration > System > Internet Gateway screen, click the Add Internet Gateway button. 

• Enter the IP address of the PC you have installed the Internet Gateway module on. 

• Set the port to 9080. This is the port the Application Server will use to communicate with the Internet 

Gateway module as well as port 9081 for streaming. 

• Click Apply to add the Gateway. 

 

 

 

• You can edit the Gateway details on the right side of the screen. 

• Make sure the Internet Gateway status is changed to online. 

 

Note: The ports used to communicate with the Internet Gateway are set by default to 9080 and 9081. If for any reason you 

need to change these to other ports, please contact Vicon technical support. 
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Router Configuration 
The final step will be to configure the router connecting the system to the Internet to forward the traffic to the Internet Gateway 

(not to each device). 

 

As previously described, you will only need to route browser-based traffic (http or https) to the PC running the Internet 

Gateway module, which will communicate back and forth with the different devices of the Valerus VMS system. There is no 

need for additional routing or forwarding. 

 

The example below was documented using a D-Link DSL-6740U router and shows port forwarding set up. While every 

manufacturer has a slightly different user interface, most offer a similar method to get to this configuration. 

 

• In this router there is a menu under its firewall setting for adding a “virtual server.” 

 
 

• The basics, as discussed above, are to tell the router where requests coming from the Internet 

through its public IP should be forwarded. In the example above, these should be forwarded to our 

Internet Gateway on IP address 192.168.20.55. 

• The standard port used for web browsing is port 80 (here showing port range 80:80). 

• Forward web requests coming on port 80 to port 9080 (here showing port range 9080:9080). 

• Forward streaming requests coming on port 9081 to port 9081 (here showing port range 9081:9081). 

• The internal IP of our Internet Gateway is set as the private one (here showing 192.168.20.55. 
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