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Introduction
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PRONTO is Vicon’s device manager tool that can be used to discover all Vicon cameras on a system. Using this standalone

single discovery tool allows users to:

° Discover cameras

° Set up IP addresses: DHCP, manual, batch

o Configure initial passwords

° Launch camera web interface

° Upgrade firmware, single and batch, based on firmware file or device type

° Generate reports for all currently connected cameras, legacy Vicon cameras and other connected ONVIF devices

Features and Functionality

Starting the Application

Auto Device Discovery

Upon startup of the PRONTO Device Manager, the tool’s auto-discovery function generates a list of the discovered
cameras on the network in a resource list hierarchy on the left side of the opening display page. Note: While the tool will
discover third party ONVIF devices, advanced functions such as firmware upgrades are not supported. Above that list there
are a variety of filtering options. On the right side of the page are tabs for Device Properties, Network Settings and
Firmware. Each of these tabs will be explained individually in this manual.

VICON -2.20

VICON Change Credentials [P Search

IP Address: 10101530

813 Device Properties

Model Number:

PRONTO Device Manager

VICON-V2005D-W28IR 522301001

V2005D-W28IR

Cross Subnet Discovery (IP Search)

@) Notwork Setings

Additionally, the PRONTO tool supports efficient and secure camera discovery in different subnets. This allows users to
search for cameras in separate network segments within specified IP ranges.

3 VICON -220

VICON Change Credentials IP Search

Model Number
V2002D-PTZ
V2002D-PTZ

1P Fitter V20058-W313MIR
V2005D-W28IR
V2005D-W313MR
V2005D-W313MR
V20088-W310LPR
V2008B-W310LPR

V2008B-W818LPR

- {e

PRONTO Device Manager

Name MAC Address

VICON-V2002D-PTZ-S02...  00:06:68: c

VICON-V2002D-PTZ-S02...  00:06:68:72:14:05

VICON-V20058-W313Mi...

VICON-V2005D-W28IF

VICON-V2005D-W313

VICON-V2005D-W313

VICON-V20088-W310

VICON-V20088-W310

VICON-V20088-W818

4} Device Properties

IP Address.
10.10.11.23
10.10.15.28

10.10.11.146

Firmy

01.02.1.13.4709

01.02.1.13.4709

Not Authorized

01.00.0.8.6511

01.00.0.8.6350

01.00.0.8.6511

01.00.1.14:5253

01.00.1.14.5980

01.00.1.14.5980

(&) Firmware
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Clicking the IP Search button opens a dialog box. The user simply defines the IP range (Start IP/End IP) for the camera
search; click Search and a list of cameras displays. From this list, the desired cameras can be selected, and they are added
to the list of discovered cameras. If the camera to be added displays quickly, click Stop to pause the search. Click Close
when the search is complete.

Filtering the Devices

For some systems, the discovered camera list can be very long. Finding a specific device is made easier by using the
filtering and search options provided on the display panel. This allows users to:

Filter by “All Devices,” “IP Device,” or “"ONVIF Device”
Filter by IP range
Filter by text (Search)

v All | IP Device

IP Filter

Check the box next to the desired filtering method (more than one can be selected); different cameras will display in the
resource list depending on the filter selected. Vicon cameras can display under IP cameras and/or ONVIF Device. If IP Filter
is selected, enter the IP of the camera in the fields and click Apply.

Refresh the Device List

A “Refresh” button is available above the resource list on the page, which allows users to rediscover the devices in the
network. Note that if a filter is applied, the refreshed list reflects the filter selected.

[EH] Mame (3

Device Access Credentials
Setting Credentials

Credentials for each camera are used by PRONTO for accessing and authorizing cameras. Users can set and change login
credentials, which are then used by the system to communicate with each camera. It is important to ensure that the
correct credentials are set in the system, since these credentials allow the system to authorize the connected camera(s),
and authorization is necessary to gather certain information and commands for the camera. The credentials are set
individually for each camera; the default is the login for the camera. This can be changed so that they are the same for
every camera if necessary. See the section below for Editing Credentials. The system only recognizes one set of
credentials at a time; all other devices will be noted as Not Authorized.
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vice Manager

1aB92WI

Enter Credentials

Username :

Password :

Click Enter Credentials. Enter the Username and Password in the popup display screen. Click Apply.
Editing Credentials

There may be some instances when it is necessary to update the credentials used to authorize the camera. After the
credentials are set, the button becomes Change Credentials. To edit the credentials, click that button and enter the new
credentials in the popup display screen. Click Apply. Note that this does not change the camera credentials but only the
credentials the PRONTO tool uses to access the camera information and commands when necessary.

VICON 27

VICON

Bl

Change Credentials

Username :

Password :

Note that the “Change Credentials” option is only shown if the camera is already authorized with provided credentials and
is only used to change existing credentials of the selected device.
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Setting Initial Password for NEXT Cameras

Since NEXT cameras do not have default ONVIF credentials, users have the option to set an initial password on the camera
login web page upon the first-time login. Manually setting up a password for each camera in large setups is an enormous
task; therefore, an option is provided to bulk set the passwords for NEXT cameras.

Setting the Same Password for All Cameras

1.

3.
4.

Select the NEXT cameras from the resource tree on the left side of the screen for which an initial password
is to be set.

Click the Set Initial Password button at the top left of the PRONTO screen.
VICON -222 PRONTO Device Manager

Vlco N Change Credentials IP Search

Set Initial Password IP Address: 17220070

Al [P Device [v] ONVIF Device i word is available only for Vicon Next Cameras.

Ta| LEVICE PrOperties @ Network Settings

L1IP Fiter i
Name: NEXT-Sensor-System

Model Number: NEXT_Sensor_System-Solo

‘ next

5] [v] Name (1)

= stem-Solo (1)

In the popup, select the Manually button. Enter the password and confirm it; click Apply.

The password is now set for the selected cameras. If there are any errors or failures, those details will be shown
under the Bulk Password Update List.

‘Change Device Credentials

Manually Upload CSV

User Name
Password

Confirm Password :

Bulk Password Update Failure List:
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Setting Different Passwords Using CSV Upload

1. Select the NEXT cameras from the resource tree on the left side of the screen for which an initial password
is to be set.

2. Click the Set Initial Password button at the top left of the PRONTO screen.
VICON -2.22 PRONTO Device Manager

VICON Change Credentials ~ IP Search

Set Initial Password IP Address: 17220070

Set Initial Passwor available only for Vicon Next Cameras.

Ta| DEVICE FIOpErtes @ Network Settings

C11P Filter S
Name: NEXT-Sensor-System

Model Number: NEXT_Sensor_System-Solo

‘ next

[=]-[] Name (1)
[EHv] NE>

3. In the popup, click the Upload CSV button.

‘Change Device Credentials

Manually Upload CSV.

Choose CSV file

No file choosen

Bulk Password Update Failure List:

4. Click the Choose CSV file button.

5. Select the .csv file containing the camera IP addresses and passwords; click Apply. The respective passwords

from the .csv file will be set for the corresponding cameras. If there are any errors or failures, those details will be
shown under the Bulk Password Update List. A sample CSV file can be downloaded from the help text, as shown

in the screenshot.

Device Properties

The simplest way to see a camera’s device properties is to select it from the resource list (check box next to the camera

name) and click the Device Properties tab on the right side of the screen (that is the default view when the tool opens). If

the device is authorized, it is noted on that screen with a green check on Status and all the information and options are

displayed. If the device is not authorized, limited information displays. Follow the instructions above to set the credentials

to authorize if needed.

The IP address shown with the underline indicates a hyperlink that opens the native camera page. Clicking it will open the

|P address in a browser window.
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Not Authorized

Bulk Selection for Device Properties

To change the device credentials for multiple cameras, use the Bulk Selection functionality that the PRONTO tool provides.
Select multiple devices in the resource list. The selected devices are shown at the top right of the screen. Under that,
similar tabs of “Device Properties,” “"Network Setting,” and “Firmware” display. Select “Device Properties” and make any
changes required. These changes will occur on all devices selected.

VICON 27 vice Manager
VICON Change Credentisls 1P Search
Model Number Name MAC Address

CEW0208R CE1020 NIROOOTDALTY.

venD Nz NMD ODALSROABAEL

Network Settings

The next tab on the right side of the screen is Network Settings. This section allows the selection of the IP Mode
(DHCP/Manual) and provides the Mac address and port number. From here, the IP address, Subnet mask and Gateway
details can be edited if required.

Pronto Device Manager

@) Nework Setings
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Bulk Selection for Network Settings

To change the network settings for multiple cameras, use the Bulk Selection functionality that the PRONTO tool provides.

Select multiple devices in the resource list. The selected devices are shown at the top right of the screen. Under that,
similar tabs of “Device Properties,” “"Network Setting,” and “Firmware” display. Select “Network Settings” and make any
changes required. These changes will occur on all devices selected.

VICON -28 Pronto Device Manager

VICON  Change Credentigls 1P Search

Model Number Name C Address 1P Address A
CE102D-NIR CE102D-NIR00O7DB1T7. 00:07:D8:17:76:00 1722014 16638 1

V992D-N2 NMD 00:11:5FOABAEL 17220030 VCN01.2.1236.96.

@) Network Setings

Firmware

The third tab on the screen is Firmware, which provides information about the firmware that is currently installed on the
selected camera.

VICON -2

VICON Change Credentists

Select a device and then select Upgrade Device to start the firmware update process. The tool recognizes the firmware
currently on the device and, if an updated firmware is in the firmware library for the selected device(s), the tool indicates
that an updated firmware is available both on the screen and in the resource list (see graphic below); if that firmware is
applicable for other devices as well, that is indicated in the resource list. To install the firmware, from the Firmware tab,
click Upgrade Device; click Apply and this latest firmware will be installed.

VICON -27 Pronto Device Manager

VICON Change Credentisls 1P Seach
IP Address: 1921680104

Al P Device [0 31§ Device Properties B Network Settings [E) Firmware

IP Filte: Firmware Version: 1.4.9-X2_release

Firmware Update:

Upgrade Version:

[J Name

~E)~[J v923D-N-39

[E [IName (3

0 %8 172.20.0.27_camera >
<[] §¥ 172.20.0.121 camera (>
[J NvX-223R (1)
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Upgrade Firmware

Firmware Upgrade to Device X

Firmware Upgrade Progress

Select the Firmware file:
The selected firmwa mpatible with 1/2 devices listed below. To Updated 1 of 1 devices

update the other de’ =lect a firmware compatible with them: Please allow time to cameras to reboot.

@ HSNCX2 v3.2.6.enc.img

5= 192.168.0.104
@ VCAM5L.01.00.1.8.4684.dat 55 1o

‘ Cancel ‘

| Cancel

Additionally, from this screen the user can upload and install new firmware into the tool’s firmware library. The Upload
Firmware File allows the user to add a firmware file into the existing library. To add firmware, click the Upgrade Firmware
File button. A dialog box opens; go to the location of the firmware. Select the firmware to add and click Open. Once
uploaded, it is available in the library to update all relevant cameras.

Bulk Selection for Firmware

To change the firmware for multiple cameras, use the Bulk Selection functionality that the PRONTO tool provides. Select
multiple devices in the resource list. The selected devices are shown at the top right of the screen. Under that, similar tabs
of “Device Properties,” “"Network Setting,” and “Firmware” display. Select “Firmware” and make any changes required.
These changes will occur on all devices selected.

VICON -23 Pronto Device Manager

VICON

CE102DNR CE102D-NIROOO7DBITT..

V992DN2 NMD 00:11:5F-0ABAEL 17220030 VCN01.2.1236.96

@ Nowork etings
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Selecting a Single Device in Bulk Selection

To select and see the properties of an individual camera in a bulk selection just select that camera from the bulk list.
Firmware Library Update

A Firmware Library is part of the PRONTO tool. Firmware can be added to this library as needed by an individual user; the
procedure is explained in the previous section. A complete updated Firmware Library will be available on Vicon’s website
when there have been updates to it; there will also be a Firmware Definition file available that lists the current firmware for
Vicon cameras. Download these files to your system.

To update the entire firmware library on your system, go to the Firmware page. Make sure no cameras are checked in the
resource list; the Update Entire FW Library and Update FW Definition File buttons display. Click to upload them to the
system.

VICON- 28 Pronto Device Manager

VICON |Changs Credentisfe 1P Seweh

947 Device Properties ) Network Setings

V| ONVIF Device
Upgrade Firmwere:

Clip Fiter

An option displays to select the folder with the firmware library or a zipped firmware library folder; both options will
update/replace the library files in the system; the old library is backed up in the Installation folder so it can be manually
restored if the need arises. Note that these files should be used to upload the entire library and not to upload one or a few
files; if that is done then only those new files will be in the library.

Device Properties Network Settings
i @

Upgrade Firmware:

Browse
Updating entire firmware library
Select Folder

Upload Zip File Upload File Folder

Choose file folder  [MVEE
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CSV Export

All discovered devices listed in the tool can be exported into a CSV file if needed. Check the camera(s) that a report is
needed for. If devices have different passwords, additional reports can be run with all sets of valid credentials in order to
get the most complete data. Click the Export button in the top right corner of the screen (next to Help) to generate a

report.

: Home | Insert Page Layout Formulas Data Review View

|"&"| # cut i,

Calibri 11 F AT | = E%] v '[:_=-]=_'_4Wrap Text General -
;t olin. W 8.0 | C
aste = = = - 8 .0 . f
+ < Format Painter B, . == B Merge & Center ~ | BB - %+ | %6 5% Fa
Clipboard ) Font (1 Alignment | Number Ta |
| B3 - £
L4] A . B ¢ | b | E | _F
1 Model Number  Name MAC Address IP Address  Firmware Version Status
2 EVZOOSB—WBIBMIR VICON-V2005B-W313MIR-502201121 00:06:68:72:04:60 172.20.0.218 01.00.1.8.4684 Connected
3 ;VB?ZD—W312IR V972D-W312IR0007DB1987F0 00:07:D8:19:87:F0 172.20.0.23 3.2.6-X2 release Connected
4 |W992D-N2 MNMD 00:11:5F:0A:BA:E1 172.20.0.30 VCNO01.2.1236.96 Connected
]
=
Help File

There is a Help button in the top right corner of the screen (next to Export). Click Export to download a copy of this
document.
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VICON INDUSTRIES INC.

For office locations, visit the website: vicon-security.com
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